API Security
Workshop
This Workshop is for technical professionals and managers who are
interested in learning what Application Programming Interfaces (APIs)
are and understand the risks associated with APIs. Attendees will get
hands-on experience with techniques that are used to exploit
vulnerable APIs — resulting in unintended data exposure.


The API Security Workshop will also look at the actual traffic and how it
is analyzed and viewed within the Noname Platform through the use of
its posture management and runtime protection.

Approximately 4 hours

Objectives

Explain what APIs are and why
securing APIs is important

Understand the OWASP API
Top10 and the associated
security risk around the number
one vulnerability to APIs - Broken
Object Level Authorization
(BOLA)

Explain what Detect, Analyze,
Remediate, and Test is (D.A.R.T)

Explain what the Noname
Platform is and the integrations
that support posture
management/discovery and
runtime protection/anomaly

Review and understand API
vulnerabilities and corresponding
threats in the Noname Discovery
page

Understand DataType tagging
and its importance in discovery
and security risk detection
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Automating issue detection,
Issue comprehension and
remediation strategies

Policy creation and their
importance in automating the
remediation process

The reporting capabilities of the
Noname Platform

The benefits of Active Testing

Audience
Developers, DevOps, SecDevOps, or any other technical professional
interested in learning what APIs are and their use in the real world, and
what the D.A.R.T. strategy is and the tools that realize the strategy.

Prerequisites

Access to a browser and the ability
to access internet sites external to
the organization

Access to zoom or MS Teams for
live instructor follow-along

Access to Postman application

About  
Noname Security
Noname Security is the only company taking a
complete, proactive approach to API Security.
Noname works with 20% of the Fortune 500 and
covers the entire API security scope across
three pillars — Posture Management, Runtime
Security, and API Security Testing. Noname
Security is privately held, remote-first with
headquarters in Silicon Valley, and offices in Tel
Aviv and Amsterdam.
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