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Introduction
A little more than a decade ago, Marc Andreessen suggested that software is eating the world. Borrowing from 
that idea and extending it to today’s world, it may be digital transformation that is eating the world, with web 
application programming interfaces (APIs) as the connective tissue enabling that growth. APIs are certainly 
not a new concept: The term was coined in 1968, and the idea is nearly as old as computing itself. Web APIs, 
those interfaces usually presented as XML or JSON formats, emerged more than 20 years ago, with early XML 
interchange formats evolving into simple object access protocol (SOAP), and eventually representational state 
transfer (REST) gaining traction as a set of guidelines for creating stateless APIs.

The rise of ever more integrated web and mobile-based offerings requiring data sharing across multiple 
companies’ products increased digital transformation, and mobile applications’ reliance on APIs fueled growth. 
The rise of microservices architecture, where an application is broken down into loosely coupled individual 
services, continues to increase reliance on APIs as the communication mechanism between microservices. 

This explosive growth is not without risks. While security considerations such as authentication and 
authorization for APIs and preventing unintended data exposures have accompanied API usage throughout the 
past 20 years, increased dependency also means increased opportunities for security-related problems. Take 
these well-publicized examples in which unaddressed security vulnerabilities led to negative outcomes:

 – In 2019, a security researcher demonstrated that Uber’s APIs would leak a user identifier when presented with 
that user’s email or phone number, and that identifier could be used in a second API request to identify the 
user’s location and address, and grab a token that allowed an attacker to take over that user’s Uber account. 

 – The USPS in 2018 corrected an API authorization vulnerability that allowed any logged-in user to see details 
for any other user, including emails, street addresses, phone numbers and other pieces of data that could 
then be used in downstream phishing attacks. 

 – In 2021, a leaky API maintained by Peloton would allow a malicious actor to request user account data 
including age, gender, city, weight and birthdate. Peloton’s first correction only required authentication that 
the accessor was a Peloton user, but not the specific user whose data was returned, so an authorization 
vulnerability remained even after the first attempted fix. 

Notably present in these examples are common API security challenges including broken authentication, broken 
authorization and the accidental disclosure or breach of data. This report captures perceptions from enterprise 
security and development practitioners regarding the key security risks present in API usage today, the 
effectiveness of current countermeasure options, and characteristics of key API security considerations such as 
maintaining accurate API inventories and ensuring authentication is in place where required.
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Key Findings

	– APIs are heavily leveraged, with an average of 15,564 APIs in use among survey respondent organizations, 
and a growth rate of 201% over the past 12 months. 

	– Forty-one percent (41%) of the organizations represented by survey respondents had an API security 
incident in the last 12 months; 63% of those noted that the incident involved a data breach or data loss. 

	– An overwhelming majority (90%) of respondents noted that their organizations have API authentication 
policies in place, but 31% expressed shaky confidence that those policies ensured adequate levels of 
authentication. 

	– Just over a third (35%) of survey respondents said projects were specifically delayed due to API security 
concerns; 87% of those believe more effective integration of API security testing (AST) into developer 
pipeline activities could have prevented those delays. 

	– Only 51% of respondents have full confidence in their API inventories; 26% reported that their inventory 
update processes are manual. 

API Usage Growth
The rapid increase in the usage and dependence on APIs in modern application architectures is the key factor 
in the increased attention on API vulnerabilities among bad actors as well as security researchers. It’s not a 
coincidence that many of the most serious API security issues, in terms of potential records breached and 
data involved, have occurred in the past few years, despite API usage extending much further back. For the 
enterprises participating in this study, the average number of APIs in use is 15,564. Large enterprises, those 
with more than 10,000 employees, have an even greater dependency, with an average of 25,592 APIs in place. 
Organizations with in-house application development capability also come in above the study average, with an 
average of 17,998 APIs in use. The rate of change is notable as well: respondents noted that the number of APIs 
in use has grown an average of 201% over the past 12 months. 
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Perceptions of Security
The most cited pain points regarding API security involve data breaches (55%) and accidental exposure of data 
(46%), two versions of the same issue. A data breach is more serious in that it typically triggers a notification 
requirement, involves a bad actor taking information and subjects those whose data has been taken to 
downstream effects such as identity theft. The brand damage and direct costs, such as having to pay for 
consumer credit monitoring or deal with legal issues, generally puts data breaches front and center as the most 
serious negative outcome of a security vulnerability. 

Figure 1: API Security – Pain Points and Primary Concepts

Q: What are your top pain points around API security?
Q: What comes to mind when you hear ‘API security’? 
Base: All respondents (n=350)
Source: 451 Research custom study, 2022

The list of concerns also includes two issues related to inaccurate API inventories. The first, zombie APIs, was 
cited by 36% of respondents. The term refers to APIs that were thought to be deprecated but are still running 
and serving responses, nonetheless. The problem is that they aren’t maintained, actively monitored or part of 
any ongoing testing because their presence is unknown. Shadow APIs, cited by 34% of respondents, are similar. 
These are APIs that are undocumented or that were created outside of the governance or security processes in 
place for API management. 
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API security is a broad category, and thus when asked what the term brings to mind, respondents had a variety 
of answers. The most prominently cited response was ‘API security testing’ (72%), which generally refers to 
various types of security tests that resemble dynamic application security testing or fuzzing. Such tests attempt 
to pass malformed input to an API to test for injection vulnerabilities around input validation issues, such as 
SQL injection, command injection or cross-site scripting. Such testing can also attempt to identify broken 
authentication or a failure to properly identify and validate a user or entity, or authorization that is ensuring the 
authenticated user or entity has rights to access certain data. 

Runtime security for APIs, cited by 64% of survey respondents, is similar to application security concepts such 
as runtime application self-protection, or the idea that no application will be perfectly hardened by AST, so 
some measure of attack monitoring and blocking needs to be in place in production. Related is the detection 
of anomalous behavior by APIs (54%), for example via machine learning, where behavior outside an expected 
baseline can trigger an alert or countermeasure. 

The ability to inventory critical APIs ranked fourth (51%) in the list of concepts associated with API security, which 
might seem low in the collection of concerns because it is the first step in securing APIs. After all, one cannot 
provide security risk mitigation unless there’s an understanding of what’s being secured. However, its ranking 
may be due to the fact that users consider discovery a commodity or necessary feature of API security tools, and 
thus table stakes when deciding among API security providers. Differentiation likely remains in the effectiveness 
of API discovery, though, among players in this early evolution of the pure-play API security provider market. A 
later section in this paper explores issues of completeness in API inventories more thoroughly. 
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API Security Use Cases and  
Current Approaches
The introduction included some well-publicized API security issues of the past few years; however, many 
such incidents will go undisclosed unless a data breach occurs requiring consumer notifications, or there is a 
coordinated disclosure of a vulnerability with a security researcher. The survey conducted to support this paper 
asked practitioners whether their organizations had experienced a security incident related to an API in the 
past year, and a significant percentage (41%) indicated they had. Of those who experienced an incident, 63% 
noted a data breach or data loss had occurred. 

Figure 2: API Security Issues in the Past Year

Q: Has your organization had a security incident around APIs in the past 12 months?
Base: All respondents (n-350)
Q: Did the security incident involve a data breach or loss of sensitive data?
Base: Organizations that had a security incident around APIs in the past 12 months (n=144)
Q: Which security problems have you noted in your organization’s APIs in the past 12 months?
Base: All respondents (n=350)
Source: 451 Research custom study, 2022
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Respondents’ top-cited security problems in the past 12 months include poor API logging practices (39%); 
problems in API authentication, including lack of authentication in APIs that should require it (37%); and 
misconfigurations in APIs (36%). When an attack is discovered or an alert triggered, the accuracy of an API’s 
activity log will affect whether a security investigation can recreate what a bad actor has done.

Figure 3: Confidence in Existing API Security Approaches

Q: What is your organization currently using to secure APIs? Base: All respondents (n=350)
Q: How effective do you find your [WAF/API gateway/network firewall] to be at detecting and mitigating attacks against APIs? 
Note: Discrepancies in totals are due to rounding
Base: All respondents
Source: 451 Research custom study, 2022

Various security products provide some level of response and remediation for the API security issues identified 
above. Many, however, were initially designed for use cases outside of API security, and thus while they can 
provide some level of enforcement of API protection, they are not purpose-built for the full universe of security 
issues affecting web APIs. Web application firewalls (WAFs), for example, used by 65% of respondents for API 
security, were primarily built for web application protection. They saw a boost in usage through compliance 
mandates triggered by regulatory controls – for example, payment card industry (PCI) compliance. API gateways, 
used by 62% of respondents to secure APIs, were designed as API management tools – aggregation points to 
accept API requests and provide a response. 
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These tools’ status as complementary pieces of an API security strategy, rather than the foundation, is reflected 
in respondents’ limited confidence in these two product groups for detecting and mitigating attacks against APIs. 
Only 60% of those relying on a WAF and 64% of those relying on an API gateway had full confidence that those 
tools were fully addressing their API security challenges. 

Figure 4: API Security Shifts

Q: Do you think API security has improved or worsened at your organization in the past 12 months? 
Base: All respondents (n=350)
Q: Why has your API security improved? 
Base: Respondents with improved API security (n=340)
Source: 451 Research custom study, 2022

A little more than half of survey respondents (51%) believe API security has significantly improved in the last 12 
months. Of those who’ve seen an improvement, a significant percentage (61%) attribute it to their implementation 
of a specific, purpose-built API security tool. Over three-fourths of those who have seen an improvement (78%) 
said it was based on improving their standards for APIs, such as requirements for API authentication, a reflection 
of a greater understanding of the increasingly sophisticated threat landscape for APIs. 
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According to respondents, an effective API security tool will block or prevent attacks against APIs (53%), 
identify and alert on attacks (48%), provide security testing for APIs (43%) and identify which APIs contain 
sensitive data (39%) so those APIs can be prioritized for monitoring and testing. Here again, inventorying APIs 
was a lower-ranked feature (27%), but as mentioned previously, many view inventory as a necessary step in all 
API security approaches, and thus table stakes – a minimum requirement for a product to even be considered. 

Figure 5: Important API Security Tool Features

Q: What are the most important features that would lead to your purchase of an API security tool?
Base: All respondents (n=350)
Source: 451 Research custom study, 2022
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API Authentication

As referenced above, when respondents were asked which security problems they had noted in their 
organization’s APIs in the past year, ‘problems in API authentication’ (37%) was the second-most-cited issue. 
Authentication, at its highest level, ensures that users or entities are who they claim to be. There are multiple 
considerations regarding APIs and authentication, such as deciding which APIs will require authentication, 
monitoring changes to APIs to ensure authentication isn’t inadvertently removed for those that need it, and 
selecting a method of authentication based on both security and application requirements. 

The vast majority of respondents (90%) noted that they had policies in place that govern which APIs require 
authentication. That said, 31% were only somewhat confident that adequate authentication measures were 
actually in place. 

Figure 6: API Authentication Requirements

Q: Does your organization have policies that govern which APIs require authentication?
Base: All respondents (n=350)
Q: What is your confidence level that all your APIs have adequate levels of authentication?
Note: Discrepancies in totals are due to rounding
Base: All respondents (n=350)
Source: 451 Research custom study, 2022
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Maintaining an Inventory of APIs

Maintaining an inventory of APIs essentially refers to the tools, whether open source or commercial, and 
related governance processes that allow an organization to catalog and document APIs in use or available. As 
a documentation activity, largely covering what APIs are available for use by other services, it differs slightly 
from the security concept of an asset inventory, which is usually the first step in determining the universe 
of endpoints to be monitored or tested for vulnerabilities. The information security requirements for asset 
discovery, which by necessity must be comprehensive, cannot rely exclusively on documentation because 
respondents identified both zombie APIs and shadow APIs – essentially undocumented APIs – as pain points. 

Figure 7: API Inventory Maintenance

Q: How does your company maintain an API inventory? Base: All respondents (n=350)
Q: How confident are you in the ongoing accuracy of your organization’s inventory of APIs?
Base: Respondents who maintain an API inventory (n=347)
Q: What do you consider to be part of an API inventory? Base: All respondents (n=350)
Q: Does your organization have the ability to inventory all APIs that contain sensitive data (e.g., non-public information for customers)?
Base: All respondents (n=350)
Source: 451 Research custom study, 2022
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Alarmingly, more than a quarter of respondents (26%) noted their organization relies on manual methods 
for updating an API inventory – a Sisyphean task given the aforementioned growth of API usage and rate of 
change in the average organization. Between the significant percentage of manual maintenance and the 
noted problems with undocumented APIs, it is not surprising that only a little over half (51%) of respondents 
expressed full confidence in the accuracy of their organization’s API inventories. 

Furthermore, not all inventories are created equal, and respondents described needs beyond a simple count 
of available APIs. There are nuanced differences between the security data needed for asset discovery versus 
what is needed to support describing the available API services. For example, 66% of respondents want to 
know via an inventory whether a given API handles sensitive data to support prioritization of protection. A 
similar portion, 68%, want a description of the authentication in place, and 50% want to know whether the API 
is private (not publicly accessible). Some security issues have occurred when an API thought to be private was 
instead internet-accessible. 

Roles and Responsibilities  
Supporting Potential  
‘Shift Left’ Advantages
A significant percentage of respondents (35%) noted specific project delays caused by discovered API security 
concerns in the past year. Most of those that experienced delays (87%) believe that better integration of API 
security testing into developer pipelines or lifecycles pre-production would have prevented those delays. 
Moving security testing into the earlier coding and testing phases of projects – a concept called ‘shifting left’ –  
has led to changes in how AST is approached in enterprises during the last six years, including significant 
changes to who is using security testing tools and where. The benefits are straightforward: The earlier a 
security vulnerability is identified and corrected, the lower the cost and the lesser the impact. 



Black & White | The 2022 API Security Trends Report 

12©Copyright 2022 S&P Global Market Intelligence. All Rights Reserved.

Figure 8: Shifting Left and Avoiding Project Delays Due to API Vulnerabilities

Q: Have any development projects been slowed or delated due to API security concerns in the past 12 months?
Base: All respondents (n=350)
Q: Do you believe the integration of API security testing into your development pipeline activities would help alleviate this concern over 
slow/delayed projects?
Base: Respondents who acknowledge that the development of projects has been slow or delayed due to API security concerns (n=122)
Q: Where does the majority of testing for API security vulnerabilities occur?
Base: All respondents (n=350)
Source: 451 Research custom study, 2022

About one in five (19%) respondents noted that they perform most API security testing during code 
construction. That percentage will likely need to increase in the next few years as API security tools continue 
to evolve to effectively keep up with the rate of API change in organizations. Almost half (47%) said they test for 
security mainly during quality assurance activities, while 31% said they do their testing primarily in production. 
This last option, while better than not testing at all, carries the risk that vulnerabilities will be introduced into 
production before they are found and remediated. 

Development Projects Delayed 
Over API Security Concerns

API Security Vulnerability Testing

Integration of API Security 
Alleviates Development Delays

35%

62%

3%

Yes No Don’t know

87%

8%
5%

Yes No Don’t know

47%

31%

19%

1%

1%

Quality assurance testing

Vulnerability assessment in production

Code construction

We don’t perform security testing on our APIs

Other (please specify)



Black & White | The 2022 API Security Trends Report 

13©Copyright 2022 S&P Global Market Intelligence. All Rights Reserved.

Figure 9: Shared Responsibility for API Security 

Q: Who is most responsible for API security in your organization? 
Q: Who should be most responsible for API security in your organization?
Base: All respondents (n=350)
Q: To what extent is application security/information security at your organization involved in API security?
Base: All respondents (n=350)
Source: 451 Research custom study, 2022

Part of effectively ‘shifting left’ means federating certain day-to-day testing to application development. That’s 
easier said than done because developers are responsible for a high velocity of code changes, and security is 
generally not the primary factor they are evaluated on. Thus, any effective approach that integrates security 
into their pantheon of concerns should do so in as frictionless a way as possible. Nearly three-quarters, 72%, 
of respondents reported that the information/application security team is most responsible for API security in 
the organization, and 68% believe that is as it should be. A quarter said information/application security was 
perhaps excessively involved in API security, which seems to indicate an opportunity to move API security more 
in line with other forms of AST, federating some project-context testing to developers as appropriate while 
maintaining information security’s responsibility for process efficacy and overall application risk. There are, 
after all, more developers than security professionals in many organizations, and correcting vulnerabilities as 
they are created during coding is the lowest-impact path to addressing them. 
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Implications
 – Rapidly rising dependency on APIs to provide integration points between applications and enable a 

microservices architecture means new and increased focus must be paid to API security. While web APIs 
have been in use for more than 20 years, the scale of use is increasing dramatically. 

 – A holistic approach to API security must involve both the enablement of security testing to correct 
vulnerabilities, and also active monitoring, detection and prevention in production to deal with vulnerabilities 
that are newly discovered or that leak out of the API development process. 

 – While existing products form a complementary piece of an API security strategy, they were not necessarily 
designed to manage API security issues effectively. Thus, relying on them exclusively may be an ineffective 
enterprise security strategy for API protection. 

 – A real-time inventory of APIs is required to effectively secure them, and it must be automated in its discovery 
of both documented and undocumented (rogue and shadow) APIs. Inventories go well beyond a count of 
APIs and should start to include security characteristics of individual APIs including, notably, which APIs 
return sensitive information. 

 – Preproduction security testing of APIs can resolve project delays due to late-discovered API security 
vulnerabilities. To be effective, such testing must include effective collaboration between information/
application security and application development, and it must integrate testing capabilities within 
developers’ existing tools and processes in as frictionless a way as possible. 

Methodology
This custom commissioned web survey was conducted in January 2022. The respondents were qualified 
based on their expertise in their organization’s IT deployment and their understanding of their organization’s 
application development and sharing/integration tools, specifically application programming interface tools. 
Respondent companies were from diverse industries and company sizes of 3,000+ full-time employees. Total 
sample size for the study is 350 (US, n=200; UK, n=50; France, n=50; Germany, n=50).

Noname Security is the only company taking a complete, proactive 
approach to API Security. Noname works with 20% of the Fortune 500 
and covers the entire API security scope across three pillars — Posture 
Management, Runtime Security, and Secure API SDLC. Noname Security 
is privately held, remote first with headquarters in San Jose, California, 
and offices in Tel Aviv and Amsterdam. 

Nonamesecurity.com | info@nonamesecurity.com | +1 (415) 993-7371
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